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Overview

® State Management & Persistence

® Profiling & Debugging

® stats.bro, print-globals.bro, profiling.bro, & pkt-profile
® capture-events.bro & capture-state-updates.bro
® Debugger

® Asynchronous Script Code (when statement)

® Signatures

Sy

rereerenw ‘lﬂ

BEREELEY LAB




State Management
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State Management

® Scripts need to manage their state

® Scripts accumulating state over time can exhaust Bro’s memory
® Core cannot take charge of that because it does not know semantics

® FEarlier Bro versions easily run out of memory

® We instrumented many of the default script to avoid this

® All of a script’s state should be eventually released

® Primarily concerns tables & sets
® For every table/set entry, there should be a strategy when to remove it

® Core provides three kinds of tools to help:

® Events to inform about its state management
® Table timeouts
® Timers
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Managing Connection State

® Many kinds of state are tied to connections

® E.g,state of a protocol, actions taken by user

® Event connection state remove(c:connection)

® Raised by core when a connection terminates
® More precisely, just before core removes connection’s internal state

global conn data: table[conn 1d] of string;

event connection state remove(c: connection)

{

delete conn data[c$id];

}
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Jable I'imeouts

® Table/set entries can be automatically expired

global hosts[addr]: &read expire = 5mins

® Alternative timeouts:

® gwrite expire, &create expire

® Sometimes additional cleanup needs to be done

global hosts: set[addr] &read expire = 5mins
&expire func = more cleanup

function more cleanup(t: set[addr], idx: addr)

{ ...}
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® Schedule cleanup for some time into the future

® FE.g,to then check whether state will be needed longer (if so, reschedule)
schedule 10mins { my cleanup event(host) };

event my cleanup event(host: addr)

{
if ( state for_host no | onger needed )

del ete host state;
else

schedule 10mins { my cleanup event(host) };




State Persistence

® State persistence

® Keep selected state across restarts:
global foo: set[string ] &persistent;

® At termination, Bro writes state into .state/state.bst
® [Examine state after termination:
bro -x .state/state.bst <scripts> Demo
® State checkpointing

® checkpoint.bro writes spersistent state to disk at regular intervals
® (Can examine state during run-time as above
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Profiling & Debugging
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Profiling: Understanding Resources

® Effects of overload:
® CPU load too high = Packet drops

® TJoo much state = Memory exhaustion

® Pretty hard to understand who's to blame

® Due to internal complexity as well as traffic variety

® Bro ships with a few scripts which help

® print-globals.bro: prints size of global script variables at termination
® stats.bro: lightweight; regularly logs CPU & network load as ResourceStats

mem=355MB pkts proc=42161 events proc=28760 \
events queued=28762 lag=0.006128sec util=45.1% \
pkts rcv=40664 pkts drp=0 pkts 1ink=167102646

F“‘\l ® profiling.bro: heavy-weight, regularly logs statistics for subcomponents
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Example profiling.bro

Memory: total=653220K total adj=632576K malloced: OK

Run-time: user+sys=2843.7 user=2763.0 sys=80.7 real=4161.5

Conns: total=3421165 current=55444 mem=167523312K avg=3021.5 table=168380K
Conns: tcp=52395/54350 udp=3049/5410 icmp=0/0

TCP-States: Inact. Syn. SA Part. Est. Fin. Rst.
TCP-States:Inact. 1 18593 790 237 74
TCP-States:Syn. 586 24 13
TCP-States:SA 49 16 8
TCP-States:Part. 256041 2338 17 21
TCP-States:Est. 2422 338 4
TCP-States:Fin. 413 31 274 318
TCP-States:Rst. 127 57 3

Connections expired due to inactivity: 679300

Total reassembler data: 9748K

RuleMatcher: matchers=1 dfa states=118 ncomputed=1206 mem=172K avg nfa states=19
Timers: current=117960 max=122041 mem=9215K 1ag=1163302256.65s

ConnectionInactivityTimer = 57403
DNSExpireTimer = 1867
FragTimer = 4

NTPExpireTimer = 643

[...]
Global sizes > 100k: OK

Scan::accounts tried = 279K (52 entries)

Login::login sessions = 243K (345 entries)
DetectProtocolHTTP: :conns = 207K (241 entries)
= HTTP::http sessions = 1551K (356 entries)
r:::::}]rﬂ TRW::failed locals = 1401K (9312 entries)
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Debugging: Understanding Operation

® Generating an event log
>bro -r trace tcp capture-events
>bro -x events.bst
connection established([1id=[orig h=192.150.186.169, ...

® Generating an execution log

>bro -r trace -t exec.log tcp
Execution tracing ON.

>cat exec.log

® Generating a State operation IOg (&persistent/&synchronized only)
>bro -r trace my set.bro capture-state-updates [ Under J
d t

>bro -x state-updates.bst

evelopmen
add my set[192.150.186.169]
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Debugging: Using the [Debugger

® Using Bro’s debugger (gdb-style)

>bro -d mt

Policy file debugging ON.

In bro init() at ../policy/pcap.bro:99

99 update default pcap filter();
(Bro [1]) break connection established

(Bro [0]) help

next -- Step to the following statement, skipping
function calls

step -- Step to following statements

continue -- Resume execution of the policy script
finish -- Run until the current function completes
break -- Set a breakpoint

print -- Evaluate an expression and print the result




Asynchronous Script Code




VWhen Statement

® Executing code when a condition becomes true
global cnt: table[addr] of count;

event connection established(c: connection) {
local orig = c$idSorig h;

if ( orig in cnt ) { ++cnt[orig]; return; |

cnt[orig] = 1;

when ( cnt[orig] == 5 ) {
print fmt("%s established 5 connection", orig);
}

timeout 1 hr {
print fmt("%s did NOT establish 5 connectyion", orig);

delete cnt[orig];

fm m }

}
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Delaying Functions

® Functions called inside when-expr can delay result
when ( delaying func() == 42 ) { <code> }

® Execution continues with statements after when-clause immediately

® <stmts> are executed as soon as delaying func() is done

® Delaying builts-ins for DNS lookups

® Jlookup addr(), lookup hostname() [1.3]
® Example usage:
when ( local name = lookup addr(1.2.3.4) ) {

print name;

}
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VVriting Own Delaying Functions

e Example: Watching a table for modifications

global my table: table[string] of count;

function find the string(s: string) : count ({
# This delays until condition becomes true.
return when ( s in my table ) {
return my table[s];
}
timeout 5 mins {
return O0;

}
}
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Signatures
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Traditional Signature Matching

® Bro also has traditional signatures for pattern matching

signature witty {
ip-proto == udp
src-port == 4000
payload /.*insert witty message here/
event "Witty propagation attempt”

}

> bro -s <sigfile> ...

(Don’t forget the packet filter!)

® FEach match generates an event

event signature match(state: signature state,
msg: string, data: string)

® signatures.bro turns events into Notices

Sy

”f,}l ﬂ ® Notice SignatureMatch
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More Signature Features

® Signature conditions:

® Pattern matching on payload
payload, ftp, http, http-body [Il.3],..
® Header conditions
src-ip, dst-port, ip-proto,etc.
® Dependencies: only match if other signatures matched (e..g, client/server sigs)
requires-signature, requires-reverse-signature
® Evaluate script functions
eval <function>

® Signature actions

® (Generate an event
event “message”
® Enable/disable analyzers (used by dynamic protocol detection)
‘m ﬂ enable/disable “analyzer”
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Tthanks for your: attention.
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