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Outline

• What is the shell?

• The Mighty Progenitor: broping, and an
overview of communication.

• Broping details between bro instances.

• Details of Shell Implementation.

• Broccoli and the Generic Client.



The Shell

Initial desire was to have a tool to interact
with bro in the same way that you might

log into and re-configure a router.
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Example of Use

[scottc@dhcp253-19 shell2]$ ./bro-shell
connecting to bro at 127.0.0.1:47757
Handshake complete, starting shell...
bro_shell > show mem            ! Look at current memory info
     total res mem (M): 3
     minor faults: 1835
     major faults: 29
     num swap: 0
     blocking input: 0
     blocking output: 0
     context changes: 159
bro_shell > set scan on         ! Modify running state

Output Logs:

1183161070.836386 DynamicPolicyChange <127.0.0.1:35545/tcp>
suppress_scan_checks = F



BroPing: The Mighty Progenitor

Everything you need to create a shell
including details of communication and

data passing is demonstrated in the
broping implementation.



Communication Overview
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Simple Example: Ping

Bro 1: Source Bro 2: Destination



Configuration: Client Side

Bro 1: Source Bro 2: Destination

Add listen-clear.bro to
the policy load list for
Bro1.

@load remote
# On which port to listen.
const listen_port_clear = Remote::default_port_clear
&redef;

# On which IP to bind (0.0.0.0 for any interface)
const listen_if_clear = 0.0.0.0 &redef;

event bro_init()
        {
        listen(listen_if_clear, listen_port_clear, F);
        }

Set up listener
address and port
on startup via
bro_init()



Configuration: Server Side

Bro 1: 
Event Source

Bro 2: 
Event Destination

Tell Bro2 to connect to Bro1 and
ask for any event name matching
the general pattern “ping”

On Bro2, append the following data to the remote.bro policy file:

redef Remote::destinations += {
        [“ping1"] = [$host = 10.11.12.13, $events = /ping/,
                     $connect=F, $ssl=F],
};

This will tell Bro2 to ask Bro1 for all the event types that match the regular
expression /ping/ .



Configuration: Server Side Details
redef Remote::destinations += {
        [“ping1"] = [$host = 10.11.12.13, $events = /ping/,
                     $connect=F, $ssl=F],};

Options:

host: the host connected to or from based on ‘connect’ flag.

events: a regular expression filtering the event types that will be
exchanged.

connect: a directional flag, indicating if you will be connecting to an external
host and requesting events ("T"), or that you expect to receive requests
("F").

retry: the delay between reconnection attempts if the connection is broken.

ssl: flag for ssl activation.



Details of the BroShell
Implementation

Looking back at the “show mem” example:
bro_shell > show mem
total res mem (M): 3
     minor faults: 1835
     major faults: 29
     num swap: 0
     blocking input: 0
     blocking output: 0
     context changes: 159

We will look at how the Ôshow memÕ function is
implemented, as well as how bro returns itÕs
answer.



Shell (Cliff Notes)

• Bro starts up with broshell.bro.
• Start shell – it connects to a running bro

and registers return_string() to allow for
event data return.

• Issue command – shell translates to an
event defined in broshell.bro, and sends it
to the running bro.

• Running bro returns date via
return_string().



Shell Connection Details

When the shell starts up, a connection is
made to the bro child process.  Relevant
code looks like:

BroConn *bc;
char hostname[512];

snprintf(hostname, 512, "%s:%s", default_host, shell_port);

if (! (bc = bro_conn_new_str(hostname, BRO_CFLAG_RECONNECT |
               BRO_CFLAG_ALWAYS_QUEUE)))

{
printf("Could not connect to Bro at %s\n", hostname);
exit(-1);
}



In shell.c , the event creation and processing looks like:

Event Creation:
ev = bro_event_new("show_memory");

Sending the Event to the running bro:

bro_event_send(bc,ev); // bc is BroConn *bc
bro_event_free(ev);
// this allows the listening bro
// to process the request and return a value
sleep(1);
bro_conn_process_input(bc);

Details for Shell Code



Sample modification to
Remote::destinations() within broshell.bro:

redef Remote::destinations += {
    ["show_memory"] = [$host = 127.0.0.1, $events =
                      /show_memory/, $connect=F, $ssl=F],
};

Allows access to the show_memory event
from localhost.

Policy Side of ‘show mem’



Additional Policy
The actual event which processes the information looks like:

event show_memory()
{
local res = resource_usage();
local lr: line_return;

lr$data = fmt("
    total mem (k): %d\n  minor faults: %d\n major faults: %d\n
    num swap: %d\n blocking input: %d\n  blocking output: %d\n
    context changes: %d",

 res$mem, res$minor_faults, res$major_faults, res$num_swap,
    res$blocking_input, res$blocking_output, res$num_context);

event return_string(lr$data);
}



Getting Data Back to the Shell

The return_string() event is defined in the shell itself, and is
registered with the running bro process.

bro_event_registry_add(bc, "return_string",
(BroEventFunc) return_line, NULL);

Code in shell.c :

static void return_string(BroConn *conn, void
*user_data, BroString *str)

        {
        printf("%s\n", bro_string_get_data(str));
        conn = NULL;
        }



Broccoli

Broccoli is a library which provides for the ability to integrate applications
into a remote event framework.  This means:

• Logs (such as syslog) can be digested and fed directly into a running
bro instance.  There is no real difference between the log analyzer and
a ‘real’ bro.

•Light weight infrastructure can be built that extends the notion of what
bro can ‘see’ to anything that can be parsed and reduced to a formal
structure.  This is very powerful!



Generic Client
Uses the broccoli library to translate well formed text

expressions into regular bro events (on a remote bro
instance).

Takes formatted text as input:
“event_name count=5 addr=1.2.3.4 string=foo”

Converts the data types:
Event = event_name;
int tmp_1 = atoi(“5”);
uint32 tmp_2 = (uint32)inet_addr(“1.2.3.4”);
bro_string_init(“foo”);

Then turns it into a bro event:
event event_name(count i, addr a, string s)



Generic Client Example

Mar 10 18:39:41 2.3.4.5 Message forwarded from host609:
sshd[74334]: Accepted password for user1 from 1.2.3.4 port 45674
ssh2

BRO

(2) Parse into structured text

(1) Start with Syslog message

(3) Bro Generic Client  reads
text and communicates event to
Bro

(4) Bro acts on communication

ssh_login double=1108696916 addr=1.2.3.4
addr=2.3.4.5 string=user1 string=password


