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Doing theWalk-Thiougn ...

¥ Going fom simple to moe complex setups

¥ Stat simple and then load & customize neoscripts aer time
¥ Examine the log bles whichdBgenerates
¥ Take a look at some scripts to get an ideaviado look for more information

¥ Tries to mimic the pocess of using Br

¥ Due to lack of documentatiorane often has to examine the scripts
¥ That®how wedo it as well;nobody knavs everything about all scripts

¥ Discussion equires some understand of scripting

¥ Detailed discussion in the afternoon
¥ Ask wheneer something is unclear
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. Connection summaries

. Notices and alarms

. Weird activity

. Protocol anayzers

. Paclet blter

. Dynamic potocol detection

. Protocol-independent angters
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. More customization

¥ Filter Notices and alarms

¥ Log mtation
E ¥ Tuning time-outs
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connection Summaries

¥ One-line summarief allTCP connections
¥ Most basicyet also one of the most useful agaérs

> bro -r trace tcp (Output in conn.log) Demo

Time Duration Source Destination
1144876596.658302 1.206521 192.150.186.169 62.26.220.2\

http 53052 80 tcp 874 1841 SF X
Serv SrcPort DstPort Proto SrcBytes DstBytes State Dir

¥ Works also ér UDP (udp.bro) and ICMP(icmp.bro)
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Connection Summaries.(2)

¥ Connection state

SF Normal establishment & termination
REJ Connection attempt rejected

SO Connection attempt seen, no reply.
RSTO Established, originator aborted

¥ Connection diection

¥ Setlocal nets (seesite.bro) to a list local netwrks

L Locally initiated

s X Not locally initiated
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Notices &Alarms

¥ A Noticereports potentialy interesting behaor.

¥ A Notice isnotan alarm but can turn into one

¥ Site-policy determines what to do with a Notice

¥ Escalate into an alarm (defawt fnost;weOll see later hoto customize this)

¥ st log
¥ Ignoe

¥ A Notice caries meta-infrmation as context

¥ Notice type
¥ Souce inbrmation

¥ Pertype attributes

¥ Scripts to ecord Notices andAlarms to disk

> bro -r trace notice alarm ...
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W (redef use tagging=T changes to taggedrimat innotice.log)
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Weird Activity ...

¥ Network trafbc contains tons oOcrudO

¥ Activity which does not comfrm to standads but isnotan attack

¥ NIDSs often cannot separate crudfn actual attacks
¥ Bro® gproach

¥ Performs thorough consistency-checks
¥ Repotits non-conbrming activity a®©veirdO (Notice of typéieirdActivity)

¥ Weirds can be pg-blteed withweird.bro

¥ E.g.no Notice raised but logged inteeird. log
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Protocol Analzers

¥ Perform protocol-specibc angsis

¥ Log activity
¥ Check or protocol-specibc attacks

¥ Bro ships with angkzers ér mary protocols
¥ Including FTIHTTPPOP3JRC, SSLDNS,SSHNTP Portmapper, SMBetc.

¥ ExampleETP anglizer

> bro -r trace ftp.bro Demo
> cat ftp.log
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Protocol Analzers (2)

¥ Almost all anaizers can be tuned to site-specibcs
¥ Examine angker script to learn about options

¥ Export section contains options which can be changed
¥ Useredef to modify their values Demo

¥ Example Adgot sensitie Ple names ifitp.bro

¥ More protocol anayzers:

¥ SMTP angker (smtp.bro, imap.bro)
¥ HTTP analzer http-request.bro,http-reply.bro,
http-header.bro,http-body.bro)
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Behind the-SceneBacket Filter

¥ Bro anayzes ony paclets required by scriptsO aryais

¥ Examines which scriptsatoaded
¥ Builds BPF paekPplter dynamicall(e.g. port 80 paclets or HTTP)

¥ To see the paadt blterloadprint-filter.bro

> bro tcp ftp smtp print-filter
((port smtp) or (port ftp)) or (tcp[l3] & 7 != 0)

¥ Paclet Plter can be changed/b

¥ Adding tocapture filters to indudeadiitional trafbc (i.600rO)
¥ Adding torestrict filters to exdudetrafbc (i.e,OandO)
Fully overriding the Plter via-£ command line option

¥ Lilely the number-one glitfs to drget thatpy deéult,
- Bio completely skips {saof the &@fpc
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Dynamic Potocol Detection (1)

¥ How does Bp know the anajzer br a connection?
¥ Default mechanisnExamine the pds

Homhttp.bro:

global http ports = {
80/tcp, 81/tcp, 631/tcp, 1080/tcp, 3138/tcp,
8000/tcp, 8080/tcp, 8888/tcp };

redef dpd config += {
[ANALYZER HTTP] = [Sports = http ports] };

¥ That®©how ary other NIDS does it as il




Dynamic Potocol Detection (2)

¥ ProblemWell-known ports are pretty unreliable

¥ Bro can analze potocols independent of pds

¥ ODynamic Btocol Detection (DPD)O

¥ Currently suppots HTTPIRC, SMTPSSHFTPand POP3

¥ Find potential uses with signaas and thervalidatedy parsing
¥ Signatues inpolicy/sigs/dpd.sig

¥ Activated ly loadingdpd . bro

> bro -r trace -fOtcpO http-request http-reply dpg

¥ Important to adat the paclet pPlter!
¥ ExampleAnalyze HTTP session on pb22
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DPD:AdvancedApplications

¥ Turning off anatzers if iOnotOtheirO mtocol

dyn-dilisable.bro B
¥ Fundamental questionvhen to decide i€hotOtheirsO?
¥ Analzers eport ProtocolViolation if they caniparse basic structar
¥ Policy script can then decide whether to indeed disable yael
¥ dyn-disable.bro takes simplestgproachiurn off for every violation
¥ Not on per default due to potentialwasion oppotunities

¥ Repotting protocols bund on non-standar ports

detect—-protocols.bro E—

¥ Repotts ProtocolFound andServerFound notices

¥ Further identify g@plications on top of HTTP (g.Gnutella,SOAR Squid)
@load detect-protocols-http

¥ Easy to extend ypadding moe patterns

Sy
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Protocol-independenBnalzers

¥ Bro also has seral piotocol-independent angzers

¥ ExampleScan detector¢can . bro)
¥ Repoits PortScan andAddressScan Notices (and moe)

¥ ExampleFlood detector 6ynflood.bro)

¥ Detects [3ooded hosts and excludes them tempoyainbm anaysis
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Customizationkiltering Notices

¥ Local policy determines which Noticesearelevant

¥ Simple Plteringissign an action per Notice type

@load notice-action-filters
redef notice action filters += {
[ RemoteWorm] = file_notice

i
file notice Write only to notice.log
ignore notice Ignore completey
notice alarm per orig Alarm once per soure
tally notice Count occurences
= notice-action-filters.bro
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Customizationkiltering Notices (2)

¥ More Rexible blteringunctiordetermines the action

redef notice policy += {
[ Spred (a: notice_info ) =
{
# Do not report this notice for remote hosts.
return a$note == ProtocolDetector::ServerFound
&& 'is_local _addr(a$src);

o
Sresult = NOTICE_FILE,

}i




CustomizationtL.og Rotation

¥ Scriptlog-rotate.bro rotates log bles
¥ Default otation interval is once an hour
¥ Customizations

redef log rotate interval = lhr;
redef date format = "%y-%m-%d %$H.3¥M.%S";
redef default postprocessor = “mvliog”

e aux/scripts/mvlog archies bles

Gzips and mees to SBROBASE/logs/<date>




Customizationiuninglime-Outs

¥ Bro® state-managementlies on time-outs

¥ For much of the statethere is no natural point when to exarit
¥ Time-outs ae a trade-off bet@en memoy usage and detection accuracy

¥ Default time-outs ag pretty short

¥ Bro targets large evironments
¥ More consewative time-outs can be setybloadingheavy-analysis.bro

¥ Tuning time-outs

¥ Script-leel time-outs (moe tomorrow ..)

scan.bro: redef distinct peers &read expire=lhr
¥ Core6time-outs dePned ipolicy/bro.init

redef tcp attempt delay = 10 secs;

redef tcp inactivity timeout = 30 mins;

(Sewvice-specibPc inactivity time-outs viaactivity.bro)
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DebPning a Sitedicy

¥ A site policy consists of tlee major pats

¥ Set of default scripts to loadf the desied anafsis
¥ Tuning of default scripts and @pptions accoding to local policy
¥ Own code br additional/non-standar anaysis

¥ Two primary ways to structure a site policy

¥ Monolithic bPle
¥ Usingprebxesto implicitly load customizations (see talk this afternoon)

¥ Stating points

¥ mt.bro (very basiconly inexpensie ana/sisno customizations)
¥ brolite.bro (full set of anafsis)
¥ Copybrolite.bro and tweak it
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Tfhanks or. your attention.

Robin Sommer

Lawence Bedtey National Lalatory &
International Computer Science Institute
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